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Information Security Breach Notification Consultation
Office of the Privacy Commissioner


Via email: consultation@privacy.gov.au
June 2008

Re: Draft Voluntary Information Security Breach Notification Guide
Thank you for the opportunity to provide input to the draft Guide.

About CTN

The Consumers’ Telecommunications Network (CTN) is a national peak body of consumer and community organisations, and of individuals representing community interests, who participate in developing national telecommunications policy.  CTN’s members are national and state organisations representing consumers from non-English speaking backgrounds, deaf consumers, indigenous people, low income consumers, people with disabilities, young people including children, pensioners and superannuants, rural and remote consumers, women and consumers in general.

Comments

We strongly support the principle that individuals must be made aware when their personal information has been compromised. We offer the following comments on specific sections of the Guide as indicated. 
Scope of the Guide – suggest a strong statement about the applicability of the IPPs and NPPs would be better here, to highlight the complementary nature of this guide (rather than the present wording that highlights it is simply voluntary in nature). 

Who should use this guide (p13) – suggest that the Act’s definition of organisation be incorporated into the text rather than a footnote, as it is an important detail that might otherwise be overlooked. 

Why breach notification is good privacy practice (pp18-19)– This section could benefit from stronger language that gives a clear message about best practice and less emphasis on notification being appropriate and problematic- an example in the last paragraph being  ‘the main challenge is to determine what circumstances justify notification’.

4 Key Steps (p20) –  It would be useful to have a step that advises an organisation to have systems in place to identify breaches where they occur.

We also suggest additional examples would be useful across a range of areas including communications.

In all, we believe the Guide is an excellent initiative, and we hope it will be a useful starting point if the ALRC Review of the Privacy Act recommends mandatory notification in the instance of a date breach notification.

Should you wish to discuss this submission in more detail, please contact myself or Sarah Wilson at the Consumers’ Telecommunications Network on 02 9572 6007 or at ctn@ctn.org.au.

Yours sincerely,
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Teresa Corbin

CTN Chief Executive Officer

This submission was prepared by Teresa Corbin, CTN Chief Executive Officer, and Sarah Wilson, CTN Policy Advisor.  It has been approved out of session by the CTN Board.
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